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Presentation Key Points

• Sec urity in a geographic ally d istributed and administratively d ivided 
c omputing environment suc h as the U. S. Fusion Grid (FusionGrid) is 
inherently d iffic ult
– Authentic a tion ac ross user namespac es
– Authoriza tion ac ross administra tive doma ins
– Sec ure da ta  storage & transfer

• FusionGrid solved these problems using X.509 c redentia ls, a  
c redentia l management system, a new authorization manager, and 
a sec ure version of MDSplus

• These solutions may be extended to future computing infrastruc tures 
suc h as ITER



FusionGrid c reated for better use of resourc es

• U. S. Fusion Grid (FusionGrid) 
a ims to make more effic ient use 
of computing resourc es
– Ac c ess is stressed  ra ther than 

portab ility
– Not CPU c yc le sc avenging or 

“ d istributed ”  
superc omputing

• Share resourc es between sites
– Reduc e dup lic a tion of effort

• Develop a c ommon tool set



There are many other grids worldwide

• Open Researc h
– TeraGrid provides tera flops of 

c omputa tion, petabytes of storage, and  
g igab its of bandwid th to sc ientists

• Climate Researc h
– Earth System Grid  (ESG) used  to g ive 

c lima te researc h sc ientists more 
c omputing  power

• High Energy Physic s

– LHC Computing  Grid  (LHG) being 
developed  to p roc ess la rge amounts of 
da ta  for the LHC being built nea r CERN



Resourc es pooled through grid  c omputing

• Grid software adds a layer of abstrac tion
• Pool resourc es of multiple organizations into “ virtual organizations”
• Codes and other resourc es made available as “ servic es”



Example FusionGrid servic e: TRANSP transport c ode

• TRANSP is available a a FusionGrid servic e
• Mainta ined at PPPL
• Used by sc ientists both inside and outside the U. S.
• Many d ifferent tokamaks



Grid c omputing brings new sec urity c hallenges

• In a virtual organization, how do you uniquely identify a single
user ac ross the various administrative domains?
– Username a t site X not nec essarily the same as a t site Y

• How do the various resourc e stakeholders control ac cess to their
resourc es?
– At the same time, how do users request ac c ess?

• Data is no longer loc al-only ac cess, but must be stored and 
transferred sec urely between sites

• FusionGrid developers addressed these c hallenges of 
authentic ation, authorization, and sec ure data storage & transfer



FusionGrid authentic ation done with c ertific ates

• X.509 c redentia ls used to uniquely identify each 
FusionGrid user
– Globa lly unique username assigned

• Analogous to a drivers lic ense

• Answer the question “ who are you?”

• Implemented as text files

• Orig inal FusionGrid solution required self-
management of these text files
– Too c onfusing  for most users



New FusionGrid c redentia l management system 
makes authentic ation easier

• Credentia ls are now stored in a MyProxy c redentia l server

• When user needs to “ sign on”  to FusionGrid, they retrieve a 
delegated copy of their c redentia ls using their FusionGrid 
username and password

• Thus, signing on to the grid  is a simple username/ password 
proc edure
– Well understood  by a ll users

• Easier for users

• Arguably more sec ure sinc e c redentia ls are stored on a sec ured 
server and not put in the hands of users



User requests c redentia ls through a web page

• FusionGrid c redentia l manager 
has a web front-end

1. User requests new c redentia l 
through web interface

2. New c redentia l generated with 
Certific ate Authority

3. Long-term delegated copy 
stored in MyProxy server

4. Authorization database 
updated

• Deta ils are hidden from user



Users “ sign on”  to FusionGrid by retrieving 
delegated proxy c redentia ls from MyProxy

• Before using FusionGrid 
resourc es, a sc ientist 
retrieves their c redentials

• The fg login sc rip t is used
– Prompts for password

• Delegated c redentia ls 
retrieved
– Va lid  for a  limited  time

• Delegated c redentia ls c an 
then be used by c odes to 
ac t on behalf of the user



ROAM used to solve authorization problem

• Resourc e Oriented Authorization Manager (ROAM) provides a c entra l 
loc ation for authorization information

• Administrators & other stakeholders can c ontrol ac c ess
• Users can request acc ess



ROAM data model is fundamenta l to a c oherent 
p ic ture of authorization in the grid

• If you have to sign a paper 
to get permission to use 
something, then it’s 
probably a resourc e

• Resourc es have assoc iated 
permissions
– e.g . “ exec ute”  for a  

c ode, “ ac c ess”  for a  site

• Oriented around resourc es: c odes, databases, entire sites



ROAM avoids “ push”  model of authorization

• Other authorization sc hemes use a “ push”  model of authorization 
where users first obta in spec ia l authorization doc uments, then 
push those to the relevant party

• ROAM avoids these extra steps

• Users (1) retrieve c redentia ls as normal and (2) use the resourc e 
as normal; the resourc e (3) c hec ks authorization behind the 
sc enes



People interac t with ROAM through a web page

• An interac tive web page a llows users and resourc e owners to 
request and grant permissions

• Less error-prone 
than editing text 
files

• No more grid-
mapfiles!

• Can take the p lace 
of mdsip.hosts for 
MDSplus



Sec ure MDSplus used for data storage and transfer

• MDSplus was updated to work with X.509 c redentia ls and ROAM

• Data made available sec urely

• Authentication is no longer host-based

• Added benefit: it is easier to work from home or on travel because 
host-based authentic ation runs into trouble with NAT and private 
IP addresses
– Get da ta  from your Mac  lap top  on Wi-Fi a t a  c offee shop



Sec ure MDSplus availab le on Linux and Mac

• A subset of the Globus Sec urity Infrastruc ture (GSI) was ported to Mac  
OS X so that sec ure MDSplus would work on that p latform
– Popula r in fusion researc h

• A Windows port is needed, but this will 
be a lot of work

• Was developed on Linux and is well 
tested on that p latform



Next steps: between-shot c omputing on the WAN

• Deploying a superc omputer to support
pseudo real-time analysis
– Network QoS
– CPU sc heduling
– Faster CPUs and  a lgorithms
– Data  management
– End-to-end  performanc e

• Substantia lly enhanced data analysis
– Historic a lly this had made a  huge sc ientific  impac t

• Can have a safety impac t for future devic es
– e.g . ITER: <10% of high power d isc harges c an d isrup t



Example: between-shot TRANSP prototyped

• Used c anned inputs for eac h shot, but 
otherwise completely real
– Advanc e CPU reserva tion made
– Launc hed  eac h shot from DIII-D
– Inputs shipped  to PPPL

– TRANSP exec uted  a t PPPL
– Outputs written bac k to DIII-D

• Six shots over two hours

• A between-shot TRANSP proof-of-conc ept was done in Marc h

• TRANSP (typ ic ally 12-36 hour c ode runs) adapted for shot cyc le of 15 
to 20 minutes
– Optimiza tions made without c ompromising  sec urity



The sec urity solutions developed for FusionGrid c an 
be used with future c omputing infrastruc tures

• Fusion researc h is and will c ontinue to 
be a team sport

• Must c ollaborate between institutions

• Brings up exac tly the sec urity 
c hallenges addressed by FusionGrid
– Sec urity in a  “ virtua l organiza tion”

• Credentia l manager, ROAM, and 
sec ure MDSplus can be used in future 
c omputing infrastruc tures (ITER)



Lessons Learned

• Coordination is  needed between site sec urity and grid sec urity
– Some site sec urity requirements make d istributed  c omputing  

impossib le
• Example: stric t firewa ll rules

– Site sec urity moving towards One Time Passwords (OTP)

– Grid  sec urity moving towards Credentia ls

• Tric ky performance issues arise when moving from LAN to WAN
– Higher la tenc y on networks
– Some tec hnologies for g rids have poor performanc e 

c harac teristic s (SOAP implementa tions)

• Users don’t get new c onc epts—stic k to existing metaphors as 
muc h as possib le
– Username/ password , not self-managed  c redentia ls



Moving Forward

• Web porta ls are a promising tec hnology being investigated
– No need  to d istribute spec ia l c lient software

– Users a lready understand  how to use a  web  browser

• Looking into tec hnologies to ensure network Quality of Servic e 
(QoS) for remote c omputing over the WAN during tokamak 
operations
– Performanc e guarantees needed  when shipp ing   

inputs/ outputs between tokamak and  superc omputing  c enter
– Investiga ting  Multi-Layer Pac ket Switc hing  (MLPS)

• How to meet requirements of grid  sec urity and site sec urity?
– OTP, Firewalls, and  Credentia ls

• Must not wait until a fter ITER is built to move forward



Conc lusion

• FusionGrid developers addressed the d iffic ult sec urity problems of 
authentic ation, authorization, and sec ure data storage & transfer in 
a grid  environment

• A c redentia l management system using X.509 c redentia ls and 
MyProxy solved the authentic ation problem

• The ROAM authorization management system solved the 
authorization problem

• MDSplus was updated to work with these tec hnologies

• These solutions may be extended to future computing infrastruc tures 
suc h as ITER that will have the same c hallenges of sec urity in a
multi- institutional environment


